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INTERCEPTOR: Protected Distribution System (PDS) Applications

For the transmission of unencrypted national security information, there are three approved alternatives included in NSTISSI 7003, the governing
regulation for PDS installations: (1) Hardened Carrier, (2) Alarmed Carrier,and (3) Continuously-Viewed Carrier. Most SIPRNet deployments to date
consist of data cables installed inside a hardened carrier system, usually comprised of EMT or Rigid Metallic Conduit for inside building networks,

or a concrete-encased duct bank for outside plant networks. However, hardened carrier systems are costly, entail complex installation procedures

and require daily periodic visual inspection (PVI) of the entire PDS to ensure that there has been no tampering or unauthorized intrusion. Due to

the high cost and disruptive nature of hardened carrier installations, as well as the operational impact of the PVIs and the concern surrounding the
reliability of the inspections, Alarmed Carrier deployments offer many advantages. Based on guidance in NSTISSI 7003, INTERCEPTOR can be leveraged
as an Alarmed Carrier PDS in the following applications:

Application #1Indoor SCIF or Secure LAN Deployment

In lieu of a hardened carrier system, INTERCEPTOR can be installed as an Alarmed
Carrier PDS to monitor new or existing riser cables between floors, the high

fiber count trunks cables from the Red and Black Equipment Area out to the
various Zone Boxes, or the cables providing direct connections to an IPS vault

or wall mounted secure enclosure. This permits the optical cables to be installed
above the ceiling or below the floor (i.e. out of sight) and eliminates the need to
perform periodic visual inspections (PVIs.).

INTERCEPTOR Impact

+  20-30% Cost Savings

«  Reduced Deployment Time

*  Minimized Worksite Disruption

«  No Daily Visual Inspection

«  Enhanced Aesthetics

«  Enables Classification Upgrade Of Existing Cables

Application #2 Outside Plant SIPRNet Deployment

By installing INTERCEPTOR on new or existing cables, primary and secondary building
uplinks can be protected. This eliminates the need for concrete encasement, which
has become very costly due to the rising price of concrete, as well as a source of
deployment delay due to the complexity of trenching and concrete construction.
This application can also be used to facilitate NIPRNet to SIPRNet migration on
existing fiber optic cables or to protect fiber bundles used for SIPRNet Tunneling.

INTERCEPTOR Impact

*  40-80% Cost Savings

« Deployment Timeframe Reduced By Up To 80%

«  Minimized Worksite Disruption

«  No Daily Visual Inspections

«  Eliminate Environmental Impact of Concrete

«  Enables Classification Upgrade Of Existing Cables

Ordering Information Legend

To configure an INTERCEPTOR for your network, use the Legend Q Numlbar e Rame

- 1,2,0r 4 Port
and enter the appropriate value for each space below.

Protected System D=INTERCEPTOR, U=INTERCEPTOR+Plus, R=RTU, M=Micro RTU
Fiber Type M = Multimode Fiber, S =Singlemode Fiber, H = Hybrid
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NOTE: The last two digits are not applicable for INTERCEPTOR dark fiber units.

Fiber Core Diameter 6 = 62.5 micron, 5=50 micron, 9 =9 micron

Network Speed 1=10, 2=100, 3=1000, 4 =10G

QOO

Network As Indicated In First Letter Of Optical Ethernet Standard (-SX, etc.)
L=LX LW LR LX/LH LXg4, S=SX SR SW

. F=FL FB FX, Z=2ZX, E=ER EW
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